Third-
party risk

Remote
access

Weak
passwords

Phishing
email

Unpatched
systems

Insider
threat

terms

Session
monitor

— Zero trust —

Account

lockout

AV

Contract

Endpoint

nd checks

Backgrou

Network
isolation

Password
policy

_ Password

manager

DMARC/
SPF

Vuln
scanning

I

Activity
monitor

Password  Vendor Retention _ Service _ Account
policy review plan credits review
MEA — VPN PR __ Transpare Meqla

response ncy monitor
Password el
MFA - . DR plan — Failover — workaroun
policy d
User Email Ransomware Backup — Offline _ Encryptio _
training filter attack P storage n
L Auto Cyber Budget Ransom
managem — . H H .
ent updates insurance reserve policy

DLP tool — Access Legal PR | | Breafch

controls counsel response notify

SLA
review

Client
notice

Crisis
comms

Incident
response

_ Cost
tracking

_ Complian
ce review

Client loss

Reputation

hit

Operations

disrupted

Data loss

Financial
loss

Legal action



